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1 INTRODUCTION

1 Introduction

1.1 WiFi and Solaris

WiFi is a popular marketing name for a range of Wireless LAN protocols that have been devel-
oped by the IEEE { speci�cally, 802.11a, 802.11b, and, most recently, 802.11g. The usefulness,
convenience, a�ordability, and availability of WiFi devic es in the consumer marketplace has made
interest in the technology skyrocket. Further, widespreadsupport for WiFi among other popular
operating systems such as Linux, Mac OS X, and Windows, has made WiFi an increasingly re-
quested feature on Solaris. WiFi is especially popular withsystem developers and deployers { two
demographics critical to the ultimate success of Solaris.

Accordingly, Solaris WiFi development has been proceedingat a rapid pace, culminating in the
recent integration of the ath(7D) driver { supporting the popular Atheros wireless chipset { into
OpenSolaris. In addition, drivers for several Intel wireless chipsets can be downloaded through
opensolaris.org 1, and many other popular wireless chipsets will soon be available. Work is also
underway to add support for the WPA and WPA2 (802.11i) suite of wireless security protocols,
802.1x access control, and other technologies critical forconvenient and secure wireless deployment.

1.2 WiFi Administration Challenges

WiFi administration is currently performed through the Sol aris-speci�c wificonfig(1M) com-
mand. This utility has a collection of subcommands that allow a variety of WiFi-speci�c admin-
istrative tasks to be performed { most commonly, connectingto a particular WiFi network.

However, during WiFi development, a new command,dladm(1M), was introduced to perform
generic link layer administration of Solaris network devices. Speci�cally, dladm(1M) administers
all network devices written to the new GLDv32 device driver framework, which was also introduced
during WiFi development. While the GLDv3 framework is currently Ethernet-speci�c, it is being
generalized to support arbitrary link layers, including Wi Fi. Having a single point of administration
for all link-layers { regardless of their type { is core to simplifying the administrative model. For
instance, the administrator can trivially see all of the network links available on the system through
a single dladm show-link operation, or can issue the samedladm command to adjust the MTU
of any link, regardless of its type.

For these reasons, there is widespread agreement that all existing WiFi drivers should be ported to
GLDv3 once WiFi support is available, and that all new WiFi dr ivers should be written to GLDv3.
However, there was concern that if wificonfig remained, the resulting administrative model
would be confusing, because two utilities would exist with partially overlapping but independent
functionality, and overlapping but independent administr ative abstractions.

To complicate matters further, wificonfig also overlaps with the Network Auto-Magic3 (NWAM)
project, which also began during WiFi development. Speci�cally, NWAM aims to make it easy to
transition between di�erent network con�gurations on a run ning system. For instance, a laptop
user could con�gure one NWAM pro�le for \work", and another f or \home", and transition between
them at the touch of a button. The wificonfig commandalsoprovides a notion of pro�les, though
the pro�les are WiFi-speci�c. For instance, a laptop user can have onewificonfig pro�le for a
home WiFi network, and another for a work WiFi network. Again , there was concern that two
utilities with partially overlapping but independent func tionality would be problematic.

1http://opensolaris.org/os/community/laptop/wireless /
2http://sac.sfbay/Archives/CaseLog/arc/PSARC/2004/57 1/
3http://opensolaris.org/os/project/nwam/
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1 INTRODUCTION

Technologies that span both wireless and wired networks present additional complications. For
instance, 802.1x, which is a critical piece of the WPA2 wireless security standard, is also an
increasingly requested feature on wired networks. Thus, itis highly desirable to allow 802.1x to
be administered identically in both cases, which rules out aWiFi-speci�c administrative utility for
managing 802.1x.

1.3 WiFi Administration Plan

After considerable discussion, a decision was reached to pursue a two-pronged approach to WiFi
administration in Solaris:

1. To provide short-term relief to cutting-edge customers,the existing wificonfig utility would
be made available in both Solaris Express and OpenSolaris. However, it would be provided
with no stability guarantees.

2. To provide a long-term solution for WiFi administration, the existing dladm utility would be
extended to subsumewificonfig for WiFi administration. Additionally, the Network Auto-
Magic project would be extended to subsumewificonfig for WiFi con�guration pro�les.
At that point, wificonfig could be removed from Solaris and OpenSolaris.

A decision was also reached that it would be inappropriate toship wificonfig in a Solaris Update
only to later remove it in a subsequent Solaris Update. As such, support for WiFi in Solaris 10
should be based on the long-term plan outlined above.

1.4 Document Scope and Structure

This short document details the proposed extensions todladm to provide long-term WiFi admin-
istration on Solaris. Though the proposed extensions are designed with Network Auto-Magic in
mind, this document doesnot cover the proposed extensions to Network Auto-Magic to support
WiFi. This document also doesnot cover the design of the underlying implementation.

The discussion is broken into two sections:

� Section 2 covers the core administrative model, and provides the rationale and design goals
behind it. It also discusses howdladm will interact with Network Auto-Magic and general
link layer administration, how dladm functionally compares to wificonfig , and how other
evolving wireless technologies can be incorporated intodladm in the future.

� Section 3 speci�es the exact changes being proposed todladm.
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2 CORE ADMINISTRATIVE MODEL

2 Core Administrative Model

2.1 The dladm Model: Present and Future

To provide context for the proposed WiFi extensions, one must �rst understand the core dladm
administrative model. Currently, dladm is quite simple, consisting of just eight subcommands.

The subcommand names have a consistent, structured format.Speci�cally, as per recent user
interface guidelines, all subcommands are of the formverb-noun , with the noun re
ecting the
type of object the verb applies to { e.g, show-link , show-dev, and show-aggr; objects are usually
various classes of links, as shown below.

There are also established conventions that the-t option will cause a subcommand that a�ects
system con�guration not to apply the change persistently. Similarly, the -P option will cause a
subcommand that displays output to show the persistent con�guration (if it exists) instead of the
current con�guration, and the -p option will display output using a machine-parseable format4

The -p option underscores another key aspect ofdladm: it is designed with scripting in mind.

Minimalism is also central to the dladm administrative model. Speci�cally, the eight existing
dladm subcommands provide stark contrast toifconfig , which warehouses more than �fty, and
has repeatedly proven itself to be a usability nightmare. Tothat end, new dladm subcommands
should be introduced reluctantly, should be as general as possible, and require as few options as
necessary to perform their tasks.

Currently, most of the subcommands are used for con�guring or examining 802.3ad link aggrega-
tions5. The remaining subcommands,show-dev and show-link are used to show network devices
and data links, respectively.

The separation between devices and links will be core to the future dladm model, as being evolved
by Clearview6. Speci�cally, after Clearview, deviceswill correspond to the driver names associated
with physical devices, such asbge0 or ath0 . In contrast, links will correspond to the link layer,
with names that may be selected by the administrator. For backward compatibility, by default,
every device will have an identical link name, but not all links will correspond directly with devices.
For instance, IP tunnels, and link aggregations will be represented as links but will have no directly
associated device.

In essence, thelink abstraction allows the administrator to separate the selection of networking
hardware from the system's network con�guration. Addition ally, the abstraction allows data links
that do not correspond directly to devices to be representedseamlessly. For instance:

# dladm show-link
LINK CLASS MTU STATE OVER
bge0 phys 1500 up --
bge1 phys 1500 up --

# dladm create-aggr -l bge0 -l bge1 aggr1 [ create link aggr1 ]

# dladm show-link
LINK CLASS MTU STATE OVER
bge0 phys 1500 up --
bge1 phys 1500 up --
aggr1 aggr 1500 up bge0 bge1

4This format was introduced with dladm but unfortunately is currently awkward and undocumented.
5Similar families of subcommands are under development for V LANs and IP Tunnels.
6http:/opensolaris.org/os/project/clearview/
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2 CORE ADMINISTRATIVE MODEL

For these reasons, the link represents the fundamental abstraction that will be manipulated by
future dladm subcommands. As shown in the previous example, the link itself may be one of
several link classes { e.g.,phys for a physical device link, or aggr for a 802.3ad link aggregation.

While Clearview's evolveddladm administrative model is still under development, it is important
that any new subcommands be designed in a manner that will notrequire incompatible adminis-
trative changes once Clearview integrates. For instance, any new dladm subcommands should be
designed in terms oflinks, rather than devices. Since devices and links are currently interchange-
able, this is mostly a conceptual distinction that can be re
ected in the documentation.

2.2 The dladm Model for WiFi

In keeping with the minimalism of dladm, only four new WiFi-speci�c subcommands are proposed:

� scan-wifi : scan WiFi networks on a link
� connect-wifi : connect a link to a speci�c WiFi network
� show-wifi : display status for all WiFi links
� disconnect-wifi : disconnect a link from a speci�c WiFi network

As a simple example:

# dladm show-link
LINK CLASS MTU STATE OVER
bge0 phys 1500 up --
ath0 phys 1500 up --

# dladm scan-wifi
LINK ESSID BSSID/IBSSID SEC STRENGTH MODE SPEED
ath0 wlan 08:00:20:AD:4A:F4 none excellent b,g 54Mb
ath0 wep-wlan 00:03:BA:00:DC:85 wep very good b 11Mb

# dladm connect-wifi -e wlan ath0
# ifconfig ath0 dhcp start
# [ use ath0 ]
# ifconfig ath0 dhcp release
# dladm disconnect-wifi ath0

As shown above, some subcommands take command-line optionsto further modify their behav-
ior (e.g., the -e option to connect-wifi selects a particular ESSID to connect to). A full list
of command-line options for each subcommand is provided in Section 3; how this di�ers from
wificonfig is discussed in Section 2.12.

While dladm can be used directly, there is a strong expectation that mostsubcommands will be
used as building blocks, either invoked through scripts, oraccessed through a parallel set of C
library routines that will be added to libdladm . In fact, becausedladm does not provide pro�les,
scripts will prove necessary in order to easily switch between WiFi networks until Network Auto-
Magic is available; see Section 2.10.

In addition to the subcommands shown above, two new sets of general subcommands are proposed:
one set for administering properties associated with a link(see Section 2.3), and another for
administering secure objects(such as keys) which can then be applied to a link (see Section2.4).
While these subcommands will initially only function on WiF i links, they will subsequently be
extended to support other link types.
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2 CORE ADMINISTRATIVE MODEL

2.3 Link Properties

Three additional subcommands are proposed to administer link properties:

� set-linkprop : set one or more link properties
� reset-linkprop : reset one or more link properties to their default values
� show-linkprop : show the value of one or more link properties

As previously mentioned, these subcommands will initiallyonly operate on WiFi links, but subse-
quent enhancements will add long-overdue property supportfor other types of links. Unlike legacy
utilities such as ndd, the semantics and allowed values of each property will be known to dladm,
reducing the incidence of administrative mistakes:

# dladm set-linkprop -p powermode=xyzzy ath0
dladm: error: property "powermode" must be one of: fast,max ,off
# dladm set-linkprop -p powermode=fast ath0
# dladm show-linkprop ath0
PROPERTY VALUE DEFAULT POSSIBLE VALUES
channel 2 -- --
powermode fast off fast,max,off
radio on on off,on
[ ... ]

# dladm reset-linkprop -p powermode ath0
# dladm reset-linkprop -p channel ath0
dladm: error: property "channel" is read-only
#

For each property, the values the administrator may use are shown underPOSSIBLE VALUES; if none
(-- ) is shown, then the property is read-only. As shown above,set-linkprop and reset-linkprop
cannot be used on read-only properties.

As with other dladm subcommands that alter con�guration, changes made throughset-linkprop
and reset-linkprop will apply both to the current and persistent con�guration o f the link. Also as
with other subcommands, the-R option will select an alternate root directory to use for persistent
con�guration, and -t (\temporary") will enable just the current con�guration to be a�ected.

To prevent link properties becoming another sewer likendd, each newly proposed link property
will need to be carefully justi�ed. For instance, any proposal should cover why the link property
mechanism is appropriate (e.g., why and how system administrators or applications would interact
with the property), why self-tuning is impossible or inappropriate, and how the link property has
been generalized to ensure that it can be useful for future links. This aims to not only simplify
and unify the administrative model, but also to enable the development of layered tools that can
make use of these properties. It also implies that the link property names and semantics are stable
and will be preserved across upgrades.

However, there will be cases where a given link property is either not generally applicable, or where
we need to gain more experience before committing to an administrative model. For these cases,
we propose to introduce a special namespace, starting withlink 7 that is reserved for properties
that are speci�c to a given link and subject to change at any time. Accordingly, no guarantee is
made to preserve behavior across an upgrade. This distinction will be documented in dladm(1M),
and any link-speci�c tunables will be covered in the appropriate network driver manpage.

A full list of WiFi link properties and allowed values is prov ided in Section 3; a discussion of how
property handling di�ers from wificonfig is given in Section 2.12.

7The actual driver name should be omitted { e.g., link xyzzy , not link bge xyzzy .
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2.4 Secure Objects

As previously mentioned, there is a strong expectation thatmost subcommands will be used as
building blocks (e.g., by scripts). However, it is unsafe topass secure material, such as keys,
directly to subcommands such asconnect-wifi . As such, three additional dladm subcommands
are proposed to administer secure objects:

� create-secobj : create a secure object
� delete-secobj : delete one or more secure objects
� show-secobj : show one or more secure objects

Unlike link properties, secure objects arenot associated with a speci�c link, and none exist by
default. Accordingly, the administrator selects the name for each secure object, along with its
value and class. The class allowscreate-secobj to handle multiple types of secure objects, and
to be extended to support new secure objects. For instance, to create a WEP key namedmykey:

# dladm create-secobj -c wep mykey
dladm: provide value for "mykey": [admin provides value]
dladm: confirm value for "mykey": [admin reenters value]
#

Alternatively, to keep dladm scriptable, the value may be loaded from a �le with a speci�ed format:

# dladm create-secobj -c wep -f /tmp/mykey mykey

In either case, a secure object namedmykeywill be created. This name will then be able to be
passed to subcommands that accept a secure object of the speci�ed class. For instance, to use
mykeyto connect usingwepsecurity to wep-wlan:

# dladm connect-wifi -e wep-wlan -k mykey ath0

Note that the security mode to use (wep) will be implied by the key's class8. For more on how
keys will be passed toconnect-wifi , see Section 3.2.

The show-secobj subcommand will show the con�gured secure object and their classes:

# dladm show-secobj
OBJECT CLASS
mykey wep
#

For security reasons, the object contents are not shown. This subcommand is chie
y useful for
jogging an administrator's memory when usingdladm subcommands that require secure objects,
though layered technologies such as Network Auto-Magic mayalso �nd the facility useful.

Finally, one or more secure objects can be deleted usingdladm delete-secobj :

# dladm delete-secobj mykey

As with other subcommands that modify con�guration, create-secobj and delete-secobj will
apply to both the current and persistent con�guration. Also as with other subcommands, the-t
option will cause only the current con�guration to be changed. A �le will be used for persistent
storage (see Section 2.6), but future options could directdladm to use alternate persistent storage,
such as a keystore contained on the WiFi device itself. Full synopses are given in Section 3; how
and why key handling di�ers from wificonfig is covered in Section 2.12.

8Future security modes such as WPA/Enterprise do not directl y take a key (since they generate it). In those
cases, the security mode will need to be explicitly provided via -s .
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2.5 RBAC Model

The dladm utility is currently part of the Network Managementexecution pro�le, and users must
be added to that pro�le (or granted access to a role with that pro�le) in order to successfully invoke
its subcommands. However, there are longstanding plans to enhance the show subcommands to
allow any user to successfully invoke them, regardless of their pro�le or role 9.

Conceptually, granting access to a WiFi link is no di�erent f rom a granting access to a traditional
wired link { e.g., a user allowed to con�gure a wired link on their laptop should also be allowed
to con�gure a WiFi link. For this reason, users belonging to the Network Managementpro�le
(or granted access to a role with that pro�le) will also be able to successfully invoke the proposed
WiFi subcommands, as well asshow-secobj . However, the ability to con�gure link keying material
through the create-secobj and delete-secobj subcommands will be restricted to a newNetwork
Link Security pro�le. Thus, sites will be able to give users the ability to view key names and
invoke connect-wifi to connect using an existing key, but not give them the ability to arbitrarily
modify the keying material.

To enforce the restrictions on create-secobj and delete-secobj , dladm will check for a new
authorization, solaris.network.link.security . This authorization will be part of the Network
Link Security pro�le. For convenience, by default, the existing Network Security pro�le will
contain the Network Link Security pro�le.

2.6 Security Considerations for Keys

The keys manipulated through the create-secobj and delete-secobj subcommands will be
stored in a �le that will only be readable and writable by user dladm. The dladm user will be a
locked account that has only basic privileges, but users belonging to theNetwork Management
pro�le will (through RBAC) cause dladm to run with an e�ective user of dladm so that it may
access the key �le. This will allow keys to be kept con�dential without the risks that would be
associated with an application beingsetuid root . (As with traditional setuid applications, all
other �le access performed bydladm will be done as the real user.)

The WiFi devices will allow any process with the PRIVNETSYSCONFIGprivilege to modify their
active keys, such as whendladm connect-wifi is performed10. Note that this means that any user
with PRIVNETSYSCONFIGmay subvert the aforementioned solaris.network.link.security
authorization checks indladm. However, this is a generally accepted limitation of the authorization
facility and is usually only problematic if privileges are directly assigned via /etc/user attr
(which, for this very reason, is strongly discouraged).

2.7 Auditing Considerations

Becausedladm uses RBAC (rather than setuid ), each dladm invocation will generate an audit
record. Two new audit events, AUEdladm create secobj and AUEdladm delete secobj , will
audit whether authorization to create or destroy a given secure object was granted. So thatdladm
can generate the audit events, a contract for the internal Solaris auditing interfaces11 will be
obtained.

9See CR 6219893.
10 Note that dladm already needs this privilege in order to perform other subco mmands.
11 http://sac.sfbay/Archives/CaseLog/arc/PSARC/2000/51 7/
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2 CORE ADMINISTRATIVE MODEL

2.8 Con�guration Files

Two new private con�guration �les { secobj.conf and linkprop.conf 12 { will store persistent
secure objects and link properties in an implementation-private manner. To allow dladm to modify
its con�guration �les without needing root credentials, each �le will be owned by userdladm and
reside in a new/etc/dladm directory, which will also be owned by userdladm. The lone existing
dladmcon�guration �le, aggregation.conf , will be moved from /etc to /etc/dladm (and changed
to user dladm) upon upgrade.

As before, all dladm con�guration �les remain an implementation detail of dladm, and directly
accessing or modifying them is unsupported. Comments atop of each �le will explicitly state that
it is subject to format change or outright removal at any time. Indeed, changes underway as part of
Clearview's Vanity Naming will likely consolidate all non- sensitive dladm con�guration �les; that
proposal will cover the speci�cs of the transition plan, which will be transparent to the user.

2.9 Boot

During boot, persistent link properties and persistent secure objects will be con�gured into the sys-
tem as part of the net-physical SMF milestone. This will be done using two new undocumented
dladm subcommands: init-linkprop and init-secobj . This mirrors the existing handling for
persistent link aggregations, which are also recreated innet-physical through an undocumented
dladm subcommand. Becausenet-physical runs after the root �lesystem is mounted, the con�g-
uration �les containing the persistent information need not be in the boot archive.

WiFi interfaces will be able to be plumbed at boot through the traditional /etc/hostname. if
mechanism. Since the policy engine needed to choose a speci�c ESSID will be provided by Network
Auto-Magic, no attempt will be made to use dladm to connect to a speci�c network during boot.
However, existing logic innet-physical will causewificonfig to attempt to connect to an ESSID
using its preference mechanism. That logic will ultimately be replaced by Network Auto-Magic
when wificonfig is removed.

Diskless boot over WiFi will not be supported.

2.10 Interaction with Network Auto-Magic

As previously discussed, the Network Auto-Magic (NWAM) pro ject aims to make it easy to select
and transition between di�erent network con�gurations on a running system. NWAM is inherently
a \vertical" technology that slices through many layers of the networking stack: as part of a
transition, a wide range of network con�guration in additio n to link layer con�guration will be
changed, such as name servers and web proxies.

NWAM will layer on top of the dladm functionality proposed here, both in order to discover
relevant con�guration such as available WiFi links, and also to con�gure a speci�c WiFi link
according to an established pro�le. To provide convenient access,libdladm library routines will
be provided for each proposeddladm subcommand (this convention is already followed for all
current subcommands). Note that the widespread use of command-line options (implemented as
arguments to the libdladm library routines) will make it easy for NWAM to establish a gi ven
con�guration. Further, named secure objects enable pro�les containing references to keys to be
stored or passed between layers without security implications.

Unfortunately, until the NWAM project is available, the lac k of named persistent storage (outside

12 The two �les are separate because secobj.conf contains con�dential information such as private keys.
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2 CORE ADMINISTRATIVE MODEL

of create-secobj ) means that there will be no �rst-class support for switching between wire-
less networks with di�erent con�gurations. For instance, d i�erent keys will have to be manually
speci�ed when invoking connect-wifi , or, alternatively, scripts will be needed to bridge the gap.
However, we anticipate that most will prefer to use front-ends such asinetmenu13, which in turn
will be updated to use dladm, so this should not be a major issue. Further, the long-term impli-
cations of the alternative { having two partially overlappi ng but distinct pro�le mechanisms { is
seen as unacceptable.

2.11 WPA/WPA2 Considerations

As previously mentioned, a separate project is underway to add support for the WPA and WPA2
(802.11i) suite of wireless security protocols, includingsupport for 802.1x access control. While
speci�c support for WPA and WPA2 are not covered here, the proposed design does take their
requirements into account. Speci�cally:

� WPA/WPA2 pre-shared keys can be supported by creating new secure object classes.
� WPA/WPA2 Enterprise mode can be enabled by omitting a key when invoking connect-wifi .
� WPA/WPA2 Enterprise mode behavior can be controlled by creating new link properties.

Additionally, given the large and varied con�guration associated with Enterprise mode, NWAM
will play a crucial role in its long-term administration. Sp eci�cally, NWAM will prove vital in
allowing the administrator to easily set up and store per-network Enterprise-mode settings, and
automatically activating those settings when an appropriate network becomes available. Again, in
the meantime, it is anticipated that scripts such as inetmenu will bridge the gap by providing a
primitive form of pro�les.

2.12 Functional Di�erences vs. wificonfig

The most notable functional di�erence between wificonfig and dladm is the absence of pro�les.
Speci�cally, pro�les not only represent a sizable set of thewificonfig command set (6 subcom-
mands), but also are the building blocks for its preference mechanism (3 subcommands), and
enable a collection of parameters to be conveniently passedto its connect subcommand. More-
over, con�guration speci�ed using pro�les is also used in lieu of command-line arguments to all
wificonfig subcommands. For instance, withdladm, the bsstype will be speci�ed directly us-
ing the -b option to connect-wifi ; with wificonfig , connect is passed a pro�le, which in turn
contains a bsstype value to use. However, as previously discussed, network-wide pro�le support
is under development via Network Auto-Magic, which will include functional equivalents for all
wificonfig pro�le functionality.

As a result of pro�les, wificonfig makes widespread use of parameters to control many aspects of
its behavior. For instance, the createibss parameter does not represent an attribute of the WiFi
link, but instead alters the behavior of the connect subcommand. With dladm, link properties
will always represent attributes of the link itself, and parameters such ascreate-ibss will instead
be implemented as command-line options to the appropriate subcommands. The wificonfig
utility also uses parameters to report status information such as signal strength;dladm will have
a dedicatedshow-wifi subcommand to report status.

The dladm command will not provide an equivalent for the wificonfig history subcommand.
Instead, it is expected that the Network Auto-Magic Project 14 will provide layered support for

13 http://opensolaris.org/os/community/laptop/inetmenu /
14 http://opensolaris.org/os/project/nwam/
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tracking recently-discovered networks on a system-wide basis and implementing a user-speci�ed
policy (such as ignoring or automatically connecting) if they are rediscovered.

While both wificonfig and dladm implement WEP keys as write-only properties, the design
is quite di�erent. Speci�cally, with wificonfig , the key names provide semantic meaning, and
correspond to a �xed key index (wepkey1- wepkey4), and setting a key value immediately a�ects
the underlying hardware. A special-purposesetwepkey subcommand is provided to allow key
values to be safely set. Finally, a separatewepkeyindex parameter allows the active transmit key
to be set on the underlying hardware.

In contrast, with dladm, key names will be chosen by the administrator, and key semantics will be
established by options speci�ed during its creation (e.g.,dladm create-secobj -c wep mykey).
Rather than having a special subcommand for interacting with WEP keys, a generalized mecha-
nism for administering secure values will be provided. Thus, the dladm subcommands will have no
speci�c knowledge of WEP, and new key types can be introducedwithout introducing new sub-
commands or command-line options. In addition, the secure objects facility can be used for other
secure information, such as certi�cates, if need be. Finally, unlike wificonfig , the underlying
hardware will remain una�ected until the key is passed to a subcommand such asconnect-wifi .

The wificonfig RBAC model is also di�erent. Speci�cally, it makes exclusive use of theNetwork
Wifi Managementand Network Wifi Security execution pro�les (the latter pro�le provides au-
thorizations needed to modify keying material). As discussed in Section 2.5, there is no reason
to separate the management of WiFi links from traditional wi red links. As such, dladm allows
members of theNetwork Managementexecution pro�le to administer any type of link. Further,
while dladm also requires a separate execution pro�le to modify keying material, the pro�le has
been generalized to cover any type of link, via the newNetwork Link Security execution pro�le.

2.13 Interaction with Future Wireless Technologies

Although there are many evolving wireless technologies, only IEEE 802.16 (WiMAX) appears
likely to gain traction in the non-embedded OS space15. Compared to WiFi, WiMAX provides
enhancements that will likely impact the administrative mo del and audience { notably:

Mesh Networking: A \self-healing" network topology which allows a network to dynamically
work around failed nodes. This will likely require additional administrative control over
network capacity, operating range, privacy, and security.

MAC Scheduling and QoS: CSMA/CA is replaced with a time-slot based approach to access-
ing the network. Accordingly, WiMAX allows both the schedul ing slots and overall QoS
guarantees to be tuned on a per-node basis.

Increased Range and Performance: An operating range in miles rather than feet means that
strong security becomes a requirement, along with administrative mechanisms to shorten
the range and alter the power consumption, when necessary. When coupled with increased
performance, deployment scenarios beyond laptops become realistic { e.g., "last-mile" con-
nectivity between NSP's and their customers.

In addition, while the WiFi operations (scan, connect, and disconnect) remain in WiMAX, the
details di�er greatly. For instance, established WiFi term inology such as ESSID, BSSID, BSS,
ESS, and DS have been replaced with analogous but not identical WiMAX concepts. Further,
WiFi concepts such as IBSS mode do not exist in WiMAX.

15 In particular, the advent of 802.16e, along with political c oups within the IEEE itself, make it unlikely that
802.20 (MobileFi) will be widely adopted.
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As a result, even if the WiFi subcommands were generalized, the options those subcommands take
would be quite di�erent depending on whether a WiFi or WiMAX l ink was being administered.
Further, the behavior of some subcommands would need to be di�erent { e.g., a show-wireless
subcommand would necessarily display di�erent information for WiFi and WiMAX links.

For all of these reasons, it seems clear that WiMAX is best administered through an additional
set of WiMAX-speci�c dladm subcommands. Of course, the newdladm subcommands proposed
to administer link properties and secure objects will be able to be reused by WiMAX.
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3 Proposed dladm Extensions

This section summarizes the precise changes being proposed. The design principles behind these
extensions can be found in the preceding section.

3.1 scan-wifi

Usage:dladm scan-wifi [-p] [-o <field>,...] [<link>]

The scan-wifi subcommand scans for all WiFi networks. If nolink is speci�ed, then all WiFi
links are scanned. Iflink is speci�ed, the scan is restricted to it. If link is not a WiFi link, an
error is returned. For each WiFi network found, the following �elds are available for display:

� LINK: The link the WiFi network was found on.

� ESSID: The ESSID (name) of the WiFi network.

� BSSID/IBSSID: Either the hardware address of the WiFi network's Access Point (for BSS
networks), or the WiFi network's randomly generated unique token (for IBSS networks).

� SEC: Either none for a WiFi network that uses no security, or wepfor a WiFi network that
requires WEP security.

� MODE: The supported connection modes: one or more ofa, b, or g.

� STRENGTH: The strength of the signal: excellent , very good, good, weak, or very weak.

� SPEED: The maximum speed of the WiFi network, in megabits per second.

� BSSTYPE: Either bss for BSS (infrastructure) networks, or ibss for IBSS (ad-hoc) networks.

To keep the output under 80 columns, by default BSSTYPEis not displayed. Further, the �elds
displayed by default are subject to change. However, the-o option can be used to specify an
alternate set of (case-insensitive) �elds to display, and-o all can be used to display all �elds.
Additionally, note that all �elds are always output when mac hine-parseable output is requested
using the -p option.

Example: scanath0 for WiFi networks:

# dladm scan-wifi
LINK ESSID BSSID/IBSSID SEC STRENGTH MODE SPEED
ath0 wlan 08:00:20:AD:4A:F4 none excellent b,g 54Mb
ath0 wep-wlan 00:03:BA:00:DC:85 wep very good b 11Mb
#

3.2 connect-wifi

Usage: dladm connect-wifi [-e <essid>] [-i <bssid>] [-a open|shar ed] [-m a|b|g]
[-b bss|ibss] [-c] [-k <key>,...] [-s wep]
[-T <timeout>] [<link>]

The connect-wifi subcommand attempts to connect to a WiFi network. The connection process
consists of four steps: discovery, �ltering, prioritizati on, and association. The discovery step �nds
all available WiFi networks on the speci�ed link . If the link is already connected, an error will be
returned. For administrative convenience, if there is onlyone WiFi link on the system, the link
argument may be omitted.

12
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To allow connections to non-broadcast networks, and to improve performance in the common case,
if -i or -e is speci�ed, then connect-wifi bypasses the �rst three steps and immediately attempts
to associate to abssid or essid that matches the rest of the provided parameters. Since the BSSID
is unique, if -i was speci�ed and the association fails, the operation fails. However, the ESSID is
not unique16 { therefore, if -e was speci�ed and the association fails, the normal discovery process
begins, so that association with other networks matching the speci�ed criteria can be attempted.

Once discovery is complete, the list of networks is �ltered according to the supplied options:

� If -e is speci�ed, networks not matching the speci�ed ESSID are removed.
� If -b is speci�ed, networks not of the speci�ed bsstype (eitherbss or ibss ) are removed.
� If -k is speci�ed, networks not appropriate for the speci�ed keysare removed.
� If -s is speci�ed, networks not appropriate for the speci�ed security mode are removed.
� If -m is speci�ed, networks not appropriate for the speci�ed 802.11 mode are removed.

Finally, the remaining networks are prioritized, �rst by si gnal strength, and then by maximum
speed. Theconnect-wifi subcommand then attempts to associate with each network in the list,
in order, until one succeeds or the list is exhausted. By default, connect-wifi waits up to 5
seconds for each association to either succeed or explicitly fail.

As can be seen above, many command-line options �lter the setof considered networks. In addition:

� If -a is speci�ed, then the requested authentication mode (either open or shared) is used.
By default, open and shared are tried in order.

� If -c is speci�ed, and -b ibss is also speci�ed, then if an ad-hoc network matching the
provided ESSID cannot be found, then a new ad-hoc network is created. If no ESSID is
speci�ed, then -c -b iss will always trigger the creation of a new ad-hoc network.

� If -T <timeout> is speci�ed, then the associate step will wait for up to the speci�ed number
of seconds. If a timeout of0 is speci�ed, the associate step will not wait. If a timeout of -1
or forever is speci�ed, then the associate will wait inde�nitely.

� If -k <key> is speci�ed, then in addition to the �ltering previously des cribed, the speci�ed
key will be used to secure the association. The security modeto use will be based on the
key's class; if an explicit security mode was speci�ed using-s that is not compatible, an
error will be returned.

For security modes that support multiple key slots, the slot to place the key will be speci�ed
by a colon followed by an index17. Thus, -k mykey:3 placesmykey in slot 3. By default,
slot 1 is assumed. For security modes that support multiple keys, a comma-separated list
can be speci�ed, with the �rst key being the active key. All ke ys must be of the same class.

If no connection can be established within the speci�ed timeout period, an error is returned.

Examples:

On a system with a single WiFi link, connect to the most optimal unsecured network (as per the
rules above):

# dladm connect-wifi

On a system with a single WiFi link, connect to the most optimal unsecured network of typebss:

# dladm connect-wifi -b bss
16 As a result, -e cannot guarantee association with a speci�c network. If thi s is required, -i must be used.
17 Since WEP appears to be the only security mode to expose key sl ots into the administrative model, and WEP

itself appears destined for irrelevance, this appears su�c ient.
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Connect to ESSID wlan on link ath0 :

# dladm connect-wifi -e wlan ath0

Connect using WEP with key mykeyto ESSID wlan-wep on link ath0 :

# dladm connect-wifi -e wep-wlan -k mykey ath0

Create a new ad-hoc network named ESSIDmynet on link ath0 :

# dladm connect-wifi -e mynet -b ibss -c ath0

3.3 disconnect-wifi

Usage: dladm disconnect-wifi [-a] [<link>]

The disconnect-wifi subcommand disconnects from one or more WiFi networks. If alink is
speci�ed, then it is disconnected. If the speci�ed link is not connected, an error is returned. For
administrative convenience, if only one WiFi link is connected, the link argument may be omitted.
To simplify scripting, the -a option can be used to disconnect all connected links.

Example: disconnect the existing connection onath0 :

# dladm disconnect-wifi ath0

3.4 show-wifi

Usage: dladm show-wifi [-o <field>,...] [-p] [<link>]

The show-wifi subcommand shows the status of one or more WiFi links. If alink is speci�ed,
then only it is shown; otherwise, all WiFi links are shown. If the speci�ed link does not exist,
an error is returned. If the -p option is speci�ed, then the output is returned in the established
machine-parseable format. For each WiFi link, the following �elds are available for display:

� LINK: The link whose status is being displayed.

� STATUS: Either connected if the link is connected, or disconnected if it is not connected.
If the link is disconnected, all of the remaining �elds are indeterminate (represented by-- ).

� ESSID: The ESSID (name) of the WiFi network the link is connected to.

� SEC: Either none or wep.

� STRENGTH: The connection strength: excellent , very good, good, weak, or very weak.

� MODE: The current connection mode: eithera, b, or g.

� SPEED: The current connection speed, in megabits per second.

� AUTH: Either open or shared.

� BSSID/IBSSID: Either the hardware address of the WiFi network's Access Point (for BSS
networks), or the WiFi network's randomly generated unique token (for IBSS networks).

� BSSTYPE: Either bss or ibss .

To keep the output under 80 columns, by default, AUTH, BSSID/IBSSID, and BSSTYPEare not
displayed. Further, the �elds displayed by default are subject to change. However, the-o option
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can be used to specify an alternate set of (case-insensitive) �elds to display, and -o all can be
used to display all �elds. Additionally, note that all �elds are always output when machine-
parseable output is requested using the-p option. Note that link properties can be retrieved using
show-linkprop .

Example: show all WiFi networks:

# dladm show-wifi
LINK STATUS ESSID SEC STRENGTH MODE SPEED
ath0 connected wlan none excellent b 11Mb
bcmndis0 disconnected -- -- -- -- --
#

3.5 show-linkprop

Usage: dladm show-linkprop [-cP] [-p <prop>,...] <link>

The show-linkprop subcommand shows the values of one or more properties on the speci�ed link .
If the -p option is omitted, then all properties are shown; otherwise, just the speci�ed properties
are shown. If the -P option is used, then the persistent values are shown insteadof the current
values. If the -c 18 option is used, then output is returned using the established machine-parseable
format. For each property, the following information is displayed:

� PROPERTY: The name of the property.

� VALUE: The current (or persistent if -P is speci�ed) value of the property. If the property is
read-only, its persistent value is shown as-- .

� DEFAULT: The default value of the property. If the property is read-only, -- is shown.

� POSSIBLE VALUES: A comma-separated list of the values the property may be setto. If the
property is read-only, -- is shown.

Note that while the show-linkprop subcommand applies to all links, only WiFi links currently
have link properties. For a list of WiFi link properties, see Section 3.11.

Example: show all current properties onath0 :

# dladm show-linkprop ath0
PROPERTY VALUE DEFAULT POSSIBLE VALUES
channel 2 -- --
powermode fast off fast,max,off
radio on on off,on
[ ... ]

3.6 set-linkprop

Usage: dladm set-linkprop [-t] [-R <rootdir>] -p <prop>=<value>[ ,...] <link>

The set-linkprop subcommand sets the values of one or more properties on the speci�ed link .
The properties and values to set them to are speci�ed using the -p option. If the -t option is
used, the changes apply only to the current con�guration; otherwise, the changes apply to both

18 For \canonical". While an unfortunate inconsistency, pres erving -p across all prop subcommands is paramount.
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the current and persistent con�guration. For consistency with existing dladm subcommands that
operate on persistent con�guration, -R selects an alternate root directory19.

The allowed values of each property are known todladm. If an attempt is made to set an unknown
property, to set a property to an invalid value, or to set a read-only property, an error is returned.

Example: set powermodeto the value fast :

# dladm set-linkprop -p powermode=fast ath0

3.7 reset-linkprop

Usage: dladm reset-linkprop [-t] [-R <rootdir>] [-p <prop>,...] < link>

The reset-linkprop subcommand resets one or more properties to their default values on the
speci�ed link . If no properties are speci�ed, all properties are reset. Ifthe -t option is used, the
reset applies only to the current con�guration; otherwise, the changes apply to both the current
and persistent con�guration. For consistency with existing dladm subcommands that operate on
persistent con�guration, -R selects an alternate root directory.

If an attempt is made to reset an unknown or read-only property, an error is returned.

Example: resetpowermodeto its default value:

# dladm reset-linkprop -p powermode ath0

3.8 create-secobj

Usage: dladm create-secobj [-t] [-R <rootdir>] [-f <file>] -c <cla ss> <secobj>

The create-secobj subcommand creates a secure object namedsecobj in the speci�ed class . If
the -t option is used, the secure object is only created temporarily; otherwise, the secure object is
created persistently. For consistency with existingdladm subcommands that operate on persistent
con�guration, -R selects an alternate root directory.

The value of the secure object can either be provided interactively, or provided from a �le speci�ed
via the -f option. The sequence of interactive prompts and �le format will depend on the class of
the secure object.

The only de�ned class iswep. The WEP key can be either 5 or 13 bytes long. It can be provided
either as an ASCII or hexadecimal string; e.g.,12345 and 0x6162636465are equivalent 5-byte
keys. A �le containing a WEP key must consist of a single line using either WEP key format.

The create-secobj subcommand is only usable by users or roles that belong to theNetwork Link
Security pro�le. If the named secure object already exists, an error is returned.

Example: non-interactively create the secure objectmykeycontaining a WEP key with value 12345:

# cat >/tmp/mykey.$$ <<-EOF
12345

EOF
# dladm create-secobj -f /tmp/mykey.$$ -c wep mykey
# rm /tmp/mykey.$$

19 Unfortunately, -R support will also complicate the implementation needed to c hange the underlying persistent
con�guration method, since the alternate root may be associ ated with a di�erent release.
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3.9 delete-secobj

Usage: dladm delete-secobj [-t] [-R <rootdir>] <secobj>[,...]

The delete-secobj subcommand deletes one or more speci�ed secure objects. If the -t option is
used, the deletion applies only to the current con�guration; otherwise, the deletion applies to both
the current and persistent con�guration. For consistency with existing dladm subcommands that
operate on persistent con�guration, -R selects an alternate root directory.

The delete-secobj subcommand is only usable by users or roles that belong to theNetwork Link
Security pro�le. If an attempt is made to delete a nonexistent secure object, an error is returned.

Example: delete the secure objectmykey:

# dladm delete-secobj mykey

3.10 show-secobj

Usage: dladm show-secobj [-pP] [<secobj>,...]

The show-secobj subcommand shows the name and class of one or more speci�ed secure objects.
If no object names are speci�ed, all available20 objects are shown. If the-P option is used, then the
persistent secure objects are shown instead. If the-p option is used, then the output is returned
in the established machine-parseable format. For each secure object, the following is displayed:

� OBJECT: The name of the secure object.
� CLASS: The class of the secure object.

Example: show all current secure objects:

# dladm show-secobj
OBJECT CLASS
mykey wep
#

3.11 WiFi Link Properties

The following WiFi link properties are currently de�ned:

� channel : Speci�es the channel to use. This property can only be modi�ed by certain WiFi
links when in IBSS mode. The default value and allowed range of values varies by regulatory
domain.

� powermode: Speci�es the power management mode of the WiFi link. Possible values are
off (disable power management),max(maximum power savings), andfast (performance-
sensitive power management). Default isoff .

� radio : Speci�es whether the radio ison or off ; default is on.

� speed: Speci�es a �xed speed for the WiFi link, in megabits per second. The allowed set
of values depends on the hardware and driver (but is shown byshow-linkprop ); common
speeds include 1, 2, 11, and 54. By default, there is no �xed speed.

20 Speci�cally: the set of persistently con�gured objects, mi nus any removed by delete-secobj -t , plus any added
by create-secobj -t .
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